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Abstract. Modern cyber-physical systems rely on complicated sensing
pipelines to produce sensor estimates, which inherently contain uncer-
tainty and may exhibit transient and recurring abnormalities. It is im-
portant to ensure system safety under such unavoidable uncertainty. We
present a framework for CPS safety assurance under sensor uncertainty
based on two key notions. First, we introduce tolerance contracts on sen-
sor estimates, which specify how much, how long, and how frequently
sensing abnormalities are permitted. Second, we leverage quantitative
safety, which measures how close a CPS is to violating its safety require-
ments. Together, these notions enable rigorous reasoning about CPS
safety in the presence of sensing abnormalities. We formalize the syn-
tax and semantics of tolerance contracts and develop sound reasoning
techniques for contracted CPSs. In particular, we formalize tolerance
contracts within differential dynamic logic (dL) and develop a special
invariant-style technique dedicated for reasoning with recurring abnor-
malities. A water tank case study demonstrates how different contract
designs can be used to ensure system safety despite sensor uncertainty.
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1 Introduction

Cyber–physical systems (CPSs) control safety-critical infrastructures that di-
rectly affect human lives: from automated vehicles and power grids to aircraft
and medical robots. These CPSs rely on complex sensing pipelines or techniques,
e.g., cameras, LiDAR, IMUs, GPS, and learning-based perception modules, to
produce sensor estimates, through complex filtering or multi-sensor fusion. Sen-
sor estimates are inherently imperfect, i.e., they are not the true values of the
physical entities being measured. It is critical to assure the safety of CPSs in the
presence of sensor uncertainties, since control decisions are often made directly
from these estimates. Sensor uncertainties manifest as deviations between sensor
estimates and the physical values they measure, and their safety impact shows
several key characteristics. First, deviations may have large amplitude, which
can directly induce unsafe control actions. For example, a LiDAR returning a
phantom obstacle several feet away may trigger unnecessary emergency braking
and thus safety concerns. Second, deviations often persist for a non-negligible
duration, and it is this persistence that enables them to affect a CPS’s safety. For
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instance, an IMU saturating over multiple control cycles during a sharp turn can
mislead the controller into unsafe actions. Third, deviations may be recurring
and intermittent, causing repeated exposure to unsafe estimates and leading to
cumulative safety degradation over time. For example, repeated timing jitter in
a camera pipeline caused by illumination may gradually drag the vehicle into
unsafety. Together, these characteristics highlight that CPS safety is determined
not by whether deviations occur, but by how large they are, how long they persist,
and how frequently they recur.

To establish formal safety guarantees for CPSs in a systematic way, we intro-
duce the notion of tolerance contracts, which express, intuitively, the constraints
a CPS has on the sensor estimates. We can thus establish safety guarantees for
contracted CPSs, i.e., CPSs whose controllers use sensor estimates governed by
tolerance contracts. A tolerance contract focuses on defining sensor abnormal-
ities, i.e., sensor estimates that are classified as abnormal by the contract. A
contract specifies the following:
– normality conditions that classify estimates as normal or abnormal;
– the maximum allowed amplitude of abnormalities once they occur;
– the maximum allowed abnormality duration, i.e., how long continuous abnor-

malities may persist; and
– the minimum cooldown duration after an abnormality duration, i.e., how long

the sensor estimates need to stay normal before the next abnormality duration.
For example, a tolerance contract for a LiDAR sensor on a mobile robot may
specify a normality condition under which distance estimates are considered
abnormal if they deviate from the normal range by more than 1.2 feet (ft), an
amplitude bound limiting such deviations to at most 2 ft, a duration bound of
0.3 seconds (s) on continuous abnormalities, and a cooldown requirement of at
least 0.5 s of continuous normal estimates following each abnormality duration.

Deploying tolerance contracts provides a foundation for safety assurance
of CPSs subject to sensor uncertainty. For example, consider a mobile robot
equipped with an obstacle-avoidance controller. Under perfect sensing, the robot
can maintain a minimum safety distance (e.g., 1.6 ft) from any obstacles. When
sensor estimates suffer from unrestricted or lightly restricted abnormalities, the
robot can violate safety requirements and collide with the obstacles. However,
when sensor estimates are governed by a tolerance contract that permits bounded
and intermittent abnormalities (e.g., the example above), the contracted robot
can temporarily approach obstacles more while maintaining a reduced but pos-
itive safety margin (e.g., 1.0 ft). As such, safety assurance of CPSs subject to
sensor uncertainty can be reduced to reasoning about safety of contracted CPSs.

For the safety analysis of CPSs subject to transient and recurring sensor
abnormalities, the common notion of Boolean safety, i.e., whether the CPS sat-
isfies the safety requirement, becomes overly rigid or uninformative. In practice,
a CPS’s degree of safety may fluctuate significantly before, during, and after
an abnormality duration. For example, a brief LiDAR error may cause a mobile
robot’s distance to a nearby obstacle to drop from 1.4 ft to 0.3 ft, and then grad-
ually recover to 1.4 ft during the cooldown. While the Boolean safety property
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“no collision with obstacles” is never violated in this scenario, this fluctuation
represents a substantial and meaningful safety degradation. Such effects should
not be ignored when reasoning about safety or when supporting other system
objectives, such as trajectory tuning or control smoothness.

To address this challenge, we leverage quantitative safety (Q-safety), a safety
margin that measures how close a CPS is to violating its safety requirements.
This margin enables reasoning about how much safety is temporarily consumed
during abnormality durations and how it may be subsequently recovered dur-
ing cooldown. Compared to Boolean safety, Q-safety provides more informative
support for safety analysis and control, particularly when deploying tolerance
contracts. First, Q-safety enables safety analysis and control decisions in situ-
ations where Boolean safety is insufficient. For example, system engineers may
wish to trigger safety actions, such as emergency stops, when the safety margin
drops by more than 50% within 2.0 seconds; such requirements depend on the
amplitude and rate of safety degradation, not only whether safety is violated.
Second, the explicit safety margin provided by Q-safety enables systematic com-
parison and selection among different tolerance contract designs (or controller
designs) based on operational context. For instance, engineers may choose an
alternative contract that allocates an additional 0.4 ft of safety margin for im-
proved path-planning efficiency, or configure runtime policies to apply stricter
contracts when the safety margin degrades during operation.

Building on these insights, we introduce a framework for safety assurance
of CPSs under sensor abnormalities by enforcing tolerance contracts on the es-
timates used by the controller. Instead of focusing on diagnosing or correcting
sensing errors, which we view as a complementary problem, we focus on analyz-
ing how much safety impact can be caused by sensor abnormalities. At a high
level, tolerance contracts are enforced by a lightweight program tc-hp1 embed-
ded in the controller. At each control cycle, tc-hp checks the sensor estimates
received by the controller and accepts them only if they satisfy the constraints in
the contract. We enforce contracts at control cycles rather than sensor sampling
cycles, since system dynamics are primarily affected by the estimates actually
used in control decisions in common CPSs.

We illustrate the intuition behind a tolerance contract using a simplified
example (the exact syntax is introduced later). Consider a robot controller
retrofitted with a contract program tc-hp that filters LiDAR estimates before
control decisions are made:

tc-hp ≡ ?(ψn ∨ (¬ψn ∧ ψt ∧ ψd ∧ ψcd))
Intuitively, the contract accepts an estimate if it is either normal (ψn), or ab-

normal but tolerable, meaning that its deviation is bounded (ψt), its continuous
duration does not exceed a specified limit (ψd), and sufficient cooldown time has
elapsed since the previous abnormality (ψcd). For example, ψn may require the
estimate to deviate from a reference value (e.g., from analyzing dynamics) by at
most 0.2 ft, while ψt allows larger deviations (e.g., up to 0.5 ft) for a bounded

1 we name it tc-hp where tc for tolerance contracts and hp for hybrid programs used
in dL for modeling CPSs
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duration (e.g., 0.3 s), followed by a minimum cooldown (e.g., 3 s) before another
abnormality may occur. As such, proving safety for a contracted CPS reduces
to reasoning about executions of the CPS with the embedded contract program
tc-hp and establishing that it maintains a positive Q-safety margin.

However, reasoning about safety for a contracted CPS, i.e., a CPS with an
embedded contract tc-hp, is particularly challenging when sensor abnormalities
recur intermittently over time. Executions of the contracted CPS alternate be-
tween cooldown durations and abnormality durations that may start at arbitrary
times and persist for varying lengths as permitted by the contract constraints.
This makes it difficult to identify a conventional control-cycle invariant that
holds across all execution phases. We address this challenge by focusing the rea-
soning on the abnormality–cooldown cycles, allowing safety proofs established
for one such cycle to be extended to executions with recurring abnormalities.

We work within the formalism of differential dynamic logic (dL)[61, 62, 9], a
language for verifying CPSs. We choose dL because it provides a unified repre-
sentation of controllers and dynamics that enables language-based techniques,
and recent advances [79, 80, 16] extend dL with notions of Q-safety and relevant
reasoning techniques, which can help our analysis of contracted CPSs.

Contribution. This paper presents the design and reasoning techniques for
tolerance contracts that promote safety assurance of CPSs subject to sensor
uncertainty in the setting of dL. We make the following contributions:
– The design of tolerance contracts. We introduce the syntax and semantics of

tolerance contracts, including (1) syntactic constructs for expressing meaning-
ful constraints on tolerable sensor abnormalities and (2) definitions that can
precisely capture the semantics of tolerance contracts (Section 3).

– Reasoning techniques for contracted CPSs. We develop sound modeling tech-
niques for contract governance in dL and propose an invariant-style reasoning
approach for establishing safety of contracted CPSs, with particular emphasis
on recurring sensor abnormalities (Section 4).

– A case study. We present a water tank case study that demonstrates how
different contract designs can be applied to ensure system safety. It illustrates
both the expressiveness of tolerance contracts and the effectiveness of the
proposed reasoning techniques (Section 5).

In addition to the sections mentioned above, Section 2 introduces some key
preliminaries. We discuss the related work in Section 6, and conclude in Section 7.

Note that this paper focuses on reasoning about CPS safety given tolerance
contracts. The complementary problem of deriving or validating contracts from
sensing pipelines is an important direction, involving system identification and
runtime monitoring, and is left for future work.

2 Preliminaries

Differential dynamic logic [59, 62, 61] is a dynamic logic [27] for verifying safety
properties of CPSs. Program constructs in dL, called hybrid programs [62], can
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Term : θ, η ::= x | c | θ ⊕ η

Program : α, β ::= x := θ | x := ∗ | x ′ = θ&ϕ | ?ϕ |α ; β |α ∪ β |α∗

Formula : ϕ, ψ ::= ⊤ | θ ∼ η | ¬ϕ |ϕ ∧ ψ | ∀ x . ϕ | [α]ϕ

Fig. 1: Syntax and semantics of dL programs and formulas
express continuous evolution using differential equations (ODEs), as well as dis-
crete transitions. Figure 1 gives the syntax of hybrid programs. Variables are real-
valued and can be deterministically assigned (x := θ, where θ is a real-valued
term) or nondeterministically assigned (x := ∗). Program x ′ = θ&ϕ expresses
the continuous evolution of variables: given the current value of variable x , the
system follows ODE x ′ = θ for some (nondeterministically chosen) amount of du-
ration so long as the formula ϕ holds for all of that duration. Hybrid programs
also include the operations of Kleene algebra with tests: sequential composition,
nondeterministic choice, repetition, and testing a formula.

Figure 1 also gives the syntax of dL formulas. In addition to the standard log-
ical connectives of first-order logic, dL includes primitive propositions that allow
comparisons of real-valued terms (which may include derivatives) and modality
of program necessity [α]ϕ, which holds in a state if and only if after any possible
execution of hybrid program α, formula ϕ holds. Modality of program necessity
can be used to encode the modality of program existence ⟨α⟩ϕ, which holds in a
state if and only if after some execution of hybrid program α, formula ϕ holds.
In particular, we have ⟨α⟩ϕ = ¬[α]¬ϕ. Common abbreviations for other logical
connectives also apply, e.g., ϕ ∨ ψ = ¬(¬ϕ ∧ ¬ψ).

ϕpre ≡ tempp = 100 ∧ tc = 0 ∧ ϵ = 1

ϕpost ≡ tempp ≤ 105

ctrl ≡ temps := tempp ; tl := 0;

(?temps > 100 ; delta := −0.5 )

∪ (?temps ≤ 100 ; delta := 1)

plant ≡ tempp
′ = delta, tl ′ = 1, tc ′ = 1&(tempp ≥ 0 ∧ tl ≤ ϵ)

ϕsafety ≡ ϕpre → [(ctrl ; plant)∗]ϕpost

Fig. 2: dL model of a simple cooling engine

Fig. 2 shows
an example cool-
ing engine work-
ing in an envi-
ronment where
temperature in-
creases at a con-
stant rate. Time
is measured in
seconds (s) and
temperature is
measured in degrees. Let tempp denote the physical temperature and temps
the sensed temperature. The sensing component is modeled by the assignment
temps := tempp , assuming error free sensing for now. Let tc be a global clock
representing real time, and tl be the local clock of the controller that is reset at
the beginning of each control cycle. Both clocks progress at a constant rate.

The controller ctrl operates as follows. If the sensed temperature exceeds
100, cooling is activated and the temperature decreases at rate delta = −0.5.
Otherwise, the temperature increases at rate delta = 1. The plant is modeled by
a system of differential equations of the form x ′ = θ&ϕ. The temperature evolves
according to tempp

′ = delta, while time progresses via tc ′ = 1 and tl ′ = 1. The
evolution domain constraint ϕ restricts evolution to states satisfying tempp ≥ 0
and tl ≤ ϵ, where ϵ = 1 bounds the closed loop latency of a scan cycle.
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The Boolean safety ϕsafety often concerns if ϕpre holds then ϕpost holds after
any execution of (ctrl ; plant)∗, which models the system as repetitions of a
controller action followed by an update to the environment. The initial condition
ϕpre has a clause of tc = 0, which sets the initial time of the system to 0.

We later need to refer to variables that occur in a program [62, 61]. The free
variables of a program α, denoted FV(α), is the variables that may potentially be
read by α. The bound variables of α, denoted BV(α), is the set of variables that
may potentially be written to by α. We write Var(α) for the set of all variables
of α, i.e., BV(α) ∪ FV(α). These definitions apply to formulas similarly.

Q-safety Recent works brought the following notion of Q-safety into dL [16],
which estimates, given a precondition, how safe the CPS’s reachable states are.
It is defined as the shortest distance between the set of reachable states and the
set of unsafe states. The larger this distance is, the safer the CPS is.

Definition 1 (Q-safety). Given a real u, formulas ϕpre , ϕpost , H ≡ Var(ϕpost),
a program α is u-safe for ϕpre and ϕpost , if u = inf{DistH(ν, JϕpostK) | ν ∈
Jϕpre⟨α⟩K}. (inf is infimum and JϕK denotes the set of states in which ϕ holds)

Set Jϕpre⟨α⟩K denotes the reachable states of α from an initial state in JϕpreK,
which corresponds to the strongest postcondition in Hoare logic. Its formal defi-
nition is Jϕ⟨α⟩K = {ν | ∃ω such that ω ∈ JϕK and (ω, ν) ∈ JαK }.

distH(ω,S) = inf{ρH(ω, ν) | ν ∈ S}
depthH(ω,S) = inf{ρH(ω, ν) | ν ∈ (Sta \ S)}

DistH(ω,S) =

{
depthH(ω,S), if ω ∈ S
−distH(ω,S), if ω ̸∈ S

Fig. 3: Definitions on distance metrics

DistH(ν, JϕpostK) is a notion
of distance between a state and
a set of states, focusing on a set
H of variables. Intuitively, vari-
ables in H are the ones that are
relevant to the safety. And thus
computing distance over these
variables gives us the quantitative distance of interest. We use the Euclidean

metric defined by ρH(ω, ν) =
√∑

x∈H (ω(x )− ν(x ))2. DistH(ν, JϕpostK) builds
on the definitions shown in Figure 3, adopted from existing works [21, 11].
– distH(ω,S) is the distance between a state ω and a set of states S ⊆ Sta (Sta

denotes all states). It is the shortest distance between ω and all states in S.
– depthH(ω,S) is the depth of ω in S is the shortest distance between ω and the

boundary of S: the set of states at which any small perturbation may leave S.
– DistH(ω,S) is the signed distance between ω and a set of states S. It is positive

in the first case and negative in the second case.
We assume two special values: 0+and 0−, where DistH(ω,S) = 0+ if ω ∈ S

and depthH(ω,S) = 0; and DistH(ω,S) = 0− if ω ̸∈ S and depthH(ω,S) = 0.
Consider the cooling system shown in Figure 2. We know ϕpre ≡ temp = 100

and ϕpost ≡ temp ≤ 105. During the execution of the system the temperature
lies in the real interval (99.5, 101], Therefore, we have Q-safety of 4: the system
will always satisfy the postcondition with a safety margin of at least 4 (degrees).

Timed Q-safety Recent works extended the notion of Q-safety in dL to
a timed setting [80], denoted ϕ⟨α⟩[tl ,tu ], which intuitively represents the timed
strongest postcondition over a time interval [tl , tu ].
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Definition 2 (Timed quantitative safety). Given two time points tl , tu , a
real u, formulas ϕpre , ϕpost , and H ≡ Var(ϕpost), a program α is u-safe for
ϕpre and ϕpost in the time interval [tl , tu ], denoted T-safe[tl ,tu ]

u (α, ϕpre , ϕpost),
for u = inf{DistH(ν, JϕpostK) | ν ∈ Jϕpre⟨α⟩[tl ,tu ]K } .

Where Jϕpre⟨α⟩[tl ,tu ]K extends the notion Jϕpre⟨α⟩K with timing as: {ν | ∃ ω ∈
JϕpreK, (ω, ν) ∈ JαK and tl ≤ ν(tc) ≤ tu}. Reasoning with timed Q-safety often
requires ϕpre → tc = 0, where tc = 0 sets the initial time of the system to 0.

3 Defining Tolerance Contracts

We introduce the formal definitions of the syntax and semantics of tolerance
contracts. Intuitively, a tolerance contract is a specification of acceptable ab-
normality patterns for a set of sensor estimates. It specifies what constitutes an
abnormality, and more importantly, how large, how long, and how frequently
abnormalities may occur, via the following four components:
– the normality condition: it defines what qualifies as abnormality, by specifying

the expected normal values of sensor estimates;
– the constraint on abnormality amplitude: the maximum allowed (tolerable)

amplitude of abnormalities;
– the constraint on abnormality duration: the maximum allowed duration of

continuous abnormalities; and
– the constraint on abnormality cooldown: the minimum cooldown duration after

an abnormality duration, which implicitly limits the abnormality frequency.
For example, consider a set of temperature sensor estimates in the form of a

time-series, used by the controller after the cooling engine starts operation:
S ≡ {(95.4, 1), (96.1, 2), (96.6, 3), (97.6, 4), (98.4, 5), (98.5, 6), (99.0, 7)}

Every estimate is a measurement in degrees and its timestamp, and times-
tamps correspond to discrete control cycles executed once per second. We may
be interested in enforcing a contract on this set of estimates: (1) normality condi-
tion: normal estimates don’t deviate from their reference values (e.g., produced
from model prediction) for more than 0.5 degrees; (2) amplitude constraint : any
abnormality doesn’t deviate from its reference value for more than 1 degree; (3)
duration constraint : continuous abnormalities don’t last longer than 2 s; and (4)
cooldown constraint : after every duration of continuous abnormalities, a mini-
mum cooldown of 2 s (continuous normal estimates) follows.

Assume a model-based estimator produces the following reference values:
Sref ≡ (95.5, 1), (96.0, 2), (96.5, 3), (97.0, 4), (97.5, 5), (98.0, 6), (98.5, 7)

The set S satisfies the tolerance contract defined above. In particular, abnor-
malities are identified pointwise at each timestamp when the deviation between
an estimate and its reference exceeds 0.5 degrees. The maximum deviation never
exceeds 1 degree, continuous abnormalities last no longer than 2 s, and each ab-
normality duration is followed by a minimum cooldown of 2 s normal estimates.

This example illustrates how a tolerance contract constrains sensor abnor-
malities within a single tolerance cycle, consisting of one abnormality duration
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followed by a cooldown duration. However, real-life sensing abnormalities are
rarely one time events and often occur recurringly. Figure 4 illustrates recur-
ring tolerance behavior as three consecutive tolerance cycles, each satisfying the
same contract constraints: (1) a normality condition (below the dashed line),
(2) a bound on abnormality amplitude (below the dotted line), (3) a maximum
abnormality duration of three control cycles, and (4) a minimum cooldown of
two control cycles after each abnormality duration.

time
cycle 1 cycle 2 cycle 3

sensor
estimate

Fig. 4: Visualizing an example recurring toler-
ance with three cycles. The vertical solid and
dashed lines visualize normal and abnormal esti-
mates at cycle cycles. The horizontal dashed and
dotted line visualize the conditions that guard
the normality and the tolerable abnormality.

The two examples above
highlight the essential as-
pects that a tolerance con-
tract must capture. We now
introduce the formal syntax
and semantics of tolerance
contracts, which form the
foundation for the safety rea-
soning developed in the re-
mainder of the paper.

Syntax of tolerance contracts. Syntactically, tolerance contract is a specifi-
cation of acceptable sensor abnormality patterns for a set of sensor estimates,
denoted tc(ψn , ψt , τ, δ), where the components specify constraints on normality
(i.e., ψn), abnormality amplitude (i.e., ψt), abnormality duration (i.e., τ > 0),
and cooldown (i.e., δ > 0).

Term: θ, η ::= x | c | θ ⊕ η

Formula: ϕ, ψ ::= ⊤ | θ ∼ η | ¬ϕ |ϕ ∧ ψ

Fig. 5: A language for specifying constraints

The constraints in a tolerance
contract must be clearly specified.
We use a simple constraint lan-
guage shown in Figure 5 for this
purpose. It is the quantifier-free and modality-free fragment of dL formulas, so
the constraints can fit into dL models. Variables in constraints are drawn from
the dL model for which the contract is defined. We later introduce a notion of
well-formedness for contracted CPSs to precisely define these restrictions.

To precisely define the semantics of tolerance contracts, we build upon prior
results on the robustness of CPS safety [80], which introduce the notion of timed
tolerance for characterizing robustness against timed adversarial conditions. A
CPS satisfies this tolerance notion if its safety evolves through three stages: (1)
the CPS is safe, (2) the CPS may become unsafe for a bounded duration and
amplitude, and (3) the CPS returns to safety. This notion of tolerance naturally
captures timing aspects and is supported by proof rules for establishing timed
tolerance of CPSs under attacks.

We instantiate the tolerance notion in the setting of sensor estimates and
further extend it to recurring behaviors. Intuitively, a set of sensor estimates
satisfies a tolerance contract if the estimates satisfy the tolerance cycle for sensor
estimates (or simply tolerance cycle) defined below repeatedly over time:

Definition 3 (Tolerance cycle for sensor estimates). Given a set of sensor
estimates S with timestamps, and two time points ts and te with ts <te , the
set S with normality condition ψn is said to tolerate abnormalities bounded by
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(ψt , τ , δ) in the interval [ts ,te ], denoted as c-tol[ts ,te ](S, ψn , ψt , τ, δ), if there
exist time points tas , tae , with ts<tas<tae<te , such that the following holds:
– (normality) all estimates in interval [ts ,tas ] are normal, i.e., they satisfy ψn ;
– (abnormal duration) all estimates in interval [tas ,tae ] may be abnormal but

tolerable under ψt , i.e., they may violate ψn but satisfy ψt , and tae−tas ≤ τ ;
– (cooldown duration) all estimates in interval [tae ,te ] are normal, i.e., they

satisfy ψn , and this interval is long enough: (te − tae) ≥ δ.

Here, within the time interval [ts ,te ], the tolerance cycle permits a sub-interval
[tas ,tae ] in which abnormalities are allowed but bounded. The duration of this
sub-interval is bounded by τ , and the amplitude of abnormalities is constrained
by ψt , which is often logically weaker than the normality condition ψn . The
parameter δ specifies the required length of the cooldown duration following an
abnormality duration, which also implicitly limits the frequency of abnormalities
by enforcing a minimum separation between consecutive abnormality durations.

We can extend the definition of tolerance cycles recursively to capture the
meaning of recurring tolerance cycles, as follows:

Definition 4 (Recurring tolerance cycles for sensor estimates). Given
a set of sensor estimates S and an interval [ts ,te ], the set S with normality
condition ψn is said to recurringly tolerate abnormalities bounded by (ψt , τ, δ)
over [ts ,te ], denoted as rec-tol[ts ,te ](S, ψn , ψt , τ, δ), if one of the following holds:
– (base case) c-tol[ts ,te ](S, ψn , ψt , τ, δ);
– (recursive case) there exists a time point tm with ts < tm < te such that

c-tol[ts ,tm ](S, ψn , ψt , τ, δ) and rec-tol[tm ,te ](S, ψn , ψt , τ, δ).

Now we can precisely define the semantics of tolerance contracts:

Semantics (Satisfaction) of tolerance contracts. A set of sensor estimates
S satisfies a tolerance contract tc(ψn , ψt , τ, δ) over the interval [ts ,te ], denoted
as S |=[ts ,te ] tc(ψn , ψt , τ, δ), iff rec-tol[ts ,te ](S, ψn , ψt , τ, δ) holds.

4 Reasoning with the Safety of Contracted CPSs

This section presents how to reason about the safety of contracted CPSs. We
first introduce how contract governance is modeled in dL, and then present
an invariant-style reasoning approach that establishes safety under recurring
tolerance cycles by reasoning about a single tolerance cycle.

We focus on contracted CPSs with a single tolerance contract to simplify
the presentation and clarify the core proof ideas. Note that a single contract
may apply to sensor estimates of multiple physical entities. For example, the
normality condition ψn can express correlations between velocity and distance.
Moreover, tolerance contracts that apply to independent physical entities can
be naturally combined. We defer the analysis of potential interference between
multiple contracts and their safety implications to future work.
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4.1 Modeling Contract Governance in dL

Modeling contracted CPSs requires techniques to (1) capture the effect of con-
straints specified in tolerance contracts, and (2) model the timing structure of ab-
normalities, including their duration and recurrence. These two requirements are
addressed together by inserting a special program, denoted tc-hp(ψn , ψt , τ, δ),
into the dL model of a CPS immediately after the sensing component. This
program encodes the contract constraints as dL tests that restrict the sensor
estimates provided by the sensing component, and introduces auxiliary vari-
ables to track the duration of continuous abnormalities and cooldown dura-
tions. Concretely, contract governance is modeled by transforming a controller
ctrl ≡ sensing ; ctrl logic into sensing ; tc-hp(ψn , ψt , τ, δ) ; ctrl logic.

tc-hp(ψn , ψt , τ, δ) ≡
?ψn ; normal estimate

?cd cooldown continues
∪ ?¬cd ; cd := true cooldown starts

tcd := tc record start time
∪ ?(¬ψn ∧ ψt) ; tolerable abnormality

?cd ; cd := false abnormalities start
?(tc − tcd ≥ δ) ; cooldown is enough

tab := tc record start time
∪ ?¬cd ; abnormalities continue

?(tc − tab ≤ τ) duration constraint
tc := true ; tc := false help track estimates
Fig. 6: Modeling contract governance in dL

Figure 6 illustrates the
structure of the program
tc-hp(ψn , ψt , τ, δ) that en-
codes contract governance.
The contract permits two
major cases at each con-
trol cycle: (1) a normal
case, where the current sen-
sor estimate is considered
normal and satisfies ψn ;
and (2) an abnormal case,
where the estimate is a
tolerable abnormality, i.e.,
¬ψn ∧ ψt holds. Each case
is further divided based on
whether the system is cur-
rently within a cooldown
duration, indicated by a Boolean variable cd2. In the normal case, if the CPS
was not previously in a cooldown duration (?¬cd holds), then a new cooldown
duration begins at the current control cycle. The current global time is recorded
in the auxiliary variable tcd via tcd := tc . If the CPS was already in a cooldown
duration, the cooldown continues without resetting tcd . In the abnormal case,
if an abnormal estimate occurs while the CPS is in a cooldown duration, the
cooldown ends at the current cycle. In this situation, the cooldown duration
must satisfy the contract constraint, namely tc − tcd ≥ δ. The start of the ab-
normality duration is then recorded by assigning tab := tc . If an abnormal esti-
mate occurs during an ongoing abnormality duration, the contract requires the
duration constraint holds, i.e., tc − tab ≤ τ . Finally, the program updates a fresh
auxiliary variable tc, which is used to precisely track the estimates accepted by
the contract program and thus the controller. We discuss it more later.

The model in Figure 6 captures recurring tolerance cycles by tracking and
updating the start times of abnormality and cooldown durations, together with

2 Boolean variables, e.g., cd , are not built-in to dL but can be encoded.
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a Boolean flag cd that records the current phase. In particular, abnormality
and cooldown durations alternate over time. If cd holds, indicating that the
CPS is in a cooldown duration, and a tolerable abnormality occurs, then a new
abnormality duration begins. A symmetric transition occurs when cd is false.

Contracted CPSs (CPSs with contract-governed estimates) are defined as:

Definition 5 (Contracted CPSs). The contracted CPS for a CPS α∗ ≡
(sensing ; ctrl logic ; plant)∗ and a contract tc(ψn , ψt , τ, δ) is defined as:
c-cps(α∗,tc(ψn , ψt , τ, δ)) ≡ (sensing ; tc-hp(ψn , ψt , τ, δ) ; ctrl logic ; plant)∗

where BV(tc-hp(ψn , ψt , τ, δ)) are fresh, including cd, tab, tcd , and tc.

Here, the bound variables of tc-hp are required to be fresh so that they do not
interfere with the variables of the original CPS model.

We only consider contracted CPSs that are well-formed, which means, intu-
itively, that the contracts refer only to variables that are (1) accessible by the
original CPS, and (2) not solely modifiable by the plant. The first requirement
is natural, as a contract must be designed for a given CPS. The second require-
ment prevents contracts from relying on physical variables that are exclusively
controlled by the plant and cannot be influenced or reliably accessed by the
controller. This is a reasonable requirement, as tolerance contracts are designed
to constrain the sensor estimates consumed by the controller, rather than the
plant dynamics. Moreover, from a practical point of view, it is often impossible
for a sensor contract to access the exact values of physical plant variables, such
as tempp . The well-formedness condition is formally defined as follows:

Well-formed contracted CPSs. For a contracted CPS (Definition 5), i.e.,
α∗

c ≡ c-cps(α∗,tc(ψn , ψt , τ, δ)), it is well-formed if the following holds:
(Var(ψn) ∪ Var(ψt)) ⊆ (Var(α) \ BV(plant) ∪ BV(sensing ; ctrl logic))

For example, in the cooling engine, well-formedness requires that the formulas
ψn and ψt refer only to sensing and controller variables, and do not refer to
variables solely modifiable by the plant, such as {tempp , tc}.

This modeling scheme of contract governance shown in Figure 6 is sound.
Intuitively, soundness means that, starting from valid initial states of the origi-
nal CPS, all reachable states of a contracted CPS α∗

c that correspond to accepted
sensor estimates should satisfy the encoded contract. Note that not all reachable
states of α∗

c contain accepted estimates, since the program ctrl logic may modify
them. We use an auxiliary variable tc for locating these states. Recall the spe-
cial assignments at the end of tc-hp(ψn , ψt , τ, δ) in Figure 6. The assignments
ensure that if tc holds in a reachable state ω of α∗

c , then ω is guaranteed to (1)
contain estimates produced by the sensing component sensing , and (2) satisfy
the constraints of the contract encoded in tc-hp(ψn , ψt , τ, δ).

With these insights, we define an operation V⇓s ≡ {ω ∈ V | ω( tc) = true}
that can extract the set of states with accepted sensor estimates from a set V .
We can now state the soundness theorem: the set of reachable states of α∗

c that
contain accepted estimates should satisfy the contracted being encoded:
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Theorem 1 (Soundness of the modeling of contract governance). Let
α∗

c ≡ c-cps(α∗,tc(ψn , ψt , τ, δ)) be a well-formed contracted CPS. Then for any
formula ϕpre that Var(ϕpre) ⊆ Var(α), the following holds:

((tc = 0 ∧ tab = 0 ∧ tcd = −δ ∧ ϕpre)⟨α∗
c⟩)⇓s |=[0,∞) tc(ψn , ψt , τ, δ)

Theorem 1 has several subtleties. The valid initial states are captured by ϕpre ,
which is required not to mention variables outside Var(α). The condition tc = 0
sets the starting time to 0. The initial values of tab and tcd are chosen carefully to
ensure that all branches of tc-hp(ψn , ψt , τ, δ) are reachable even at tc = 0. Specif-
ically, when a normal estimate is observed, both normal sub-cases are trivially
reachable. When a tolerable abnormality is observed, the sub-case correspond-
ing to the start of an abnormality duration is reachable even at tc = 0 due to
the initialization tcd = −δ. Similarly, the sub-case corresponding to a continuing
abnormality is reachable even from the beginning due to tab = 0.

Theorem 1 can be proven by induction on the number of iterations of α∗
c .

4.2 Proving the Safety of Contracted CPSs

The main objective then is to determine whether a contracted CPS is safe. In
particular, we aim to establish whether

T-safe[tl ,tu ]
u (α∗

c , (tc = 0 ∧ tab = 0 ∧ tcd = −δ ∧ ϕpre), ϕpost)

holds for α∗
c ≡ c-cps(α∗,tc(ψn , ψt , τ, δ)) and some u ≥ 0+ over a time interval

[tl , tu ]. We are particularly interested in the interval [0,∞), which corresponds to
reasoning about all states reachable by the contracted CPS. The key challenge
lies in reasoning about recurring behaviors, which are implicitly modeled in α∗

c .
In particular, the values of timing-related variables, such as tcd and tab , may
vary across different abnormality durations. This variability makes it difficult to
apply standard control-cycle based invariant reasoning, i.e., searching for a loop
invariant ϕinv for α∗

c that holds at the end of every control cycle. Identifying
such an invariant that is preserved across all control cycles is challenging, if not
impossible, due to the unbounded nature of these timing variables. For example,
an abnormality duration may span multiple control cycles, while the subsequent
cooldown duration may last for an arbitrarily long time.

To address this challenge, we propose an invariant-based reasoning approach
that operates at the granularity of a single tolerance cycle, rather than across
all control cycles. Intuitively, for a time interval [tl , tu ] in which α∗

c exhibits re-
curring tolerance behavior (i.e., multiple tolerance cycles), our approach reduces
the reasoning of safety over the entire interval [tl , tu ] to reasoning about safety
over a single tolerance cycle, typically the first one in the interval. Invariants
defined over tolerance cycles are easier to identify, as they align naturally with
the semantics of tolerance cycles and abstract away unbounded history across
control cycles. The following theorem formalizes this reasoning approach based
on tolerance cycles. A subtlety here is that we must account for the maximum
closed-loop latency ϵ; in particular, we rely on the fact that the controller is
triggered at least once every ϵ time units.
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Theorem 2 (Safety of contracted CPS via tolerance-cycle invariant).
Let α∗

c be a well-formed contracted CPS c-cps(α∗,tc(ψn , ψt , τ, δ)) with maxi-
mum closed-loop latency ϵ. If for formulas ϕinit , ϕpre , ϕinv , and ϕpost , a time
point tm , programs αct and αn such that the following items hold:
1. ϕinit ≡ tc = 0 ∧ tab = 0 ∧ tcd = −δ;
2. αn ≡ (αc ; ?(cd = true) ) and αct ≡ (αc ; ?(tab = 0) );
3. ϕpre →ϕinv , ϕinv → [αn ]ϕinv , and ϕinv →ϕpost ;
4. T-safe[0,tm ]

u (α∗
ct , (ϕinit ∧ cd = false ∧ ϕinv ), ϕpost) for some u ≥ 0+;

5. T-safe[tm ,δ]
u1

(α∗
ct , (ϕinit ∧ cd = false ∧ ϕinv ), ϕinv ) for some u1 ≥ 0+;

6. τ ≤ tm ≤ δ − ϵ.
then we have T-safe[0,∞)

u2
(α∗

c , ϕinit ∧ ϕpre , ϕpost) for some u2 ≥ 0+.

Intuitively, Theorem 2 reduces reasoning about unbounded executions of a con-
tracted CPS to reasoning about a single, canonical tolerance cycle consisting of
one abnormality duration followed by a cooldown duration. The conditions are
designed so that safety established for this cycle can be soundly extended to
executions with recurring tolerance cycles. We elaborate on these conditions.
– Initialization. Item 1 initializes timing variables so they align with the final

proof obligation and the obligation of a single canonical tolerance cycle.
– Special programs. Item 2 introduces two restricted programs used for rea-

soning. The program αn restricts executions to remain in cooldown by en-
forcing the guard ?(cd = true) at the end of each iteration. As a result, every
iteration of αn admits only normal estimates, making it suitable for invariant-
based reasoning about normal behavior (Item 3). The program αct restricts
executions by enforcing the guard ?(tab = 0), which ensures that no new ab-
normality duration may begin once an abnormality has started (see Figure 6).
When combined with the initial condition cd = false assumed in Items 4 and 5,
executions of αct are forced to follow a canonical tolerance cycle: an abnor-
mality duration starting at time 0, followed by a cooldown duration.

– Safety of normal estimates. Item 3 establishes that normal estimates are
safe to be consumed by the contracted CPS, by identifying an invariant ϕinv
that is preserved by αn and that implies the safety postcondition ϕpost . This
invariant also helps proving safety for executions that start with a cooldown
duration before the abnormality duration starts. Note here ϕinv is a control-
cycle invariant, which is common for executions without abnormalities.

– Safety during abnormalities. Item 4 ensures that the contracted CPS does
not violate the safety postcondition ϕpost during intervals in which abnormal-
ities may occur. During this phase, the Q-safety margin with respect to ϕinv
may become negative, even though all reachable states still satisfy ϕpost , since
ϕinv is typically stronger than the safety requirement itself. This highlights a
key challenge: a single control-cycle invariant such as ϕinv generally cannot
hold uniformly across both abnormality durations and cooldown durations.

– Recovery to invariant region. Item 5 guarantees that by time tm , the
contracted CPS has returned to the invariant region ϕinv after the abnormality
duration and a cooldown duration.
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– Timing constraints. Item 6 constrains the choice of tm so that it occurs
after any possible maximum abnormality duration and sufficiently before the
end of a minimum cooldown duration, accounting for the maximum closed-
loop latency ϵ. The constraints ensure the existence of a connecting state in
which ϕinv holds and from which invariant preservation under αn applies.

These conditions collectively allow the safety proofs for a single tolerance cycle to
be re-applied whenever a new abnormality duration begins, establishing safety
over unbounded executions. The proofs for a single tolerance cycle build on
proving timed Q-safety (i.e., Item 4 and 5), which is not the focus of this work,
but can benefit from recent results [80] and future advances.

A proof of Theorem 2 relies on the following key lemma, which connects
executions of α∗

c considered in Theorem 2 with executions corresponding to ab-
normality durations that begin at arbitrary time points. Intuitively, the lemma
states that for any execution fragment (ω, ν) ∈ Jα∗

cK where ω is the start state of
an abnormality duration, there exists another execution fragment (ω′, ν′) ∈ Jα∗

cK
that is aligned with the canonical start state assumed in Theorem 2 (Items 4
and 5), while agreeing with the original execution on all non-timing variables.
In particular, the lemma shows that any abnormality-start state occurring later
in time can be “shifted” to time 0 by adjusting only timing-related variables,
without affecting the evolution of the remaining state variables.

Lemma 1 (Time-shift invariance of abnormality-start executions). Con-
sider a well-formed contracted CPS α∗

c. For any execution fragment (ω, ν) ∈ Jα∗
cK

such that ω is the start state of an abnormality duration, i.e., ω(cd) = false,
ω(tab) = ω(tc), and ω( tc) = true, there exist states ω′ and ν′ satisfying:
– (ω′, ν′) ∈ Jα∗

cK;
– for all variables x ̸∈ {tc , tab , tcd}, ω′(x ) = ω(x ) and ν′(x ) = ν(x );
– ω′ is a canonical abnormality-start state of the form required by Theorem 2

(Item 4 and 5), i.e., ω′(tc) = 0, ω′(tab) = 0, ω′(tcd) = −δ, and ω′(cd) = false.

This lemma holds, intuitively, because the two transition pairs differ only in
timing variables, which do not affect controller or plant behavior after contract
acceptance, making the executions behaviorally equivalent for safety reasoning.

Proof sketch of Theorem 2. We focus on proving a stronger claim: for any
execution (ω, ν) ∈ Jα∗

cK with ω |= ϕinit ∧ ϕpre , all reachable states have at least
min(u, u1)-Q-safety and every abnormality duration starts from a state satisfying
ϕinv . The proof proceeds by induction on the number k of abnormality durations.

Base case (k=1). Let ωm be the start state of this abnormality duration. By
Item 3, ωm |= ϕinv . Fix the time point tm satisfying Items 4–6. For any interme-
diate state ωb , if it occurs before ωm , then ωb |= ϕinv by invariant preservation.
If it occurs during the interval [ωm(tc), ωm(tc) + tm ], Lemma 1 yields a time-
shifted execution to which Item 4 applies, implying u-Q-safety. If it occurs after
tm but before ωm(tc) + δ, Item 5 applies, yielding u1-Q-safety. For later states,
the bound on closed-loop latency ϵ guarantees the existence of a connecting state
within the cooldown window where ϕinv holds, from which invariant preservation
(Item 3) implies safety. Thus all states satisfy non-negative Q-safety.
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Inductive step. Assume the claim holds for executions with k abnormality
durations. Consider an execution with k+1 abnormality durations and let ωm
be the start of the (k+1)th one. By the induction hypothesis, the start of the
kth abnormality satisfies ϕinv . Since successive abnormality starts are separated
by at least δ and tm ≤ δ (Item 6), Item 5 implies ωm |= ϕinv . The reasoning for
this abnormality duration then follows exactly as in the base case. By induction,
safety holds for all executions of α∗

c .
Note that Theorem 2 does not explicitly characterize the quantitative re-

lationship between u, u1, and u2. In general, since ϕinv →ϕpost , it follows that
u2 ≥ min(u, u1). However, this bound is often uninformative in practice, as the
invariant ϕinv may be significantly stronger than the safety postcondition ϕpost ,
causing u1 to be overly conservative and not reflective of the actual Q-safety
of reachable states over the interval [tm , δ]. Moreover, it frequently holds that
u2 ≥ u, since the Q-safety of α∗

c typically improves after the abnormality phase,
and the worst-case safety impact occurs during [0, tm ] when abnormalities are
present. A precise quantitative characterization of these relationships, as well as
other trade-offs induced by tolerance contracts, such as how abnormality and
cooldown durations affect overall Q-safety is left for future work.

5 A Case Study: A Water Tank

We present a water tank case study that demonstrates how tolerance contracts
(Section 3) and the reasoning techniques (Section 4) can be applied.

(System Constants : ϵ = 1 ∧ xL = 100 ∧ r = 2)

ϕpre ≡ xp = 36 ∧ tc = 0

ϕpost ≡ xp ≤ 40

inc ≡ ?xs < 35 ; sc := 1

dec ≡ ?xs ≥ 35 ; sc := 0

ctrl ≡ tl := 0 ; sensing ; (inc ∪ dec )

plant ≡ (xp
′ = r(sc − xp

xL
), tc ′ = 1, tl ′ = 1)&(xp ≥ 0∧ tl ≤ ϵ)

Fig. 7: dL model of a water tank

Consider a wa-
ter tank, inspired
by literature [10],
whose model is
shown in Fig. 7.
It mixes the salt
and water inside
the tank. Initially,
it contains 36 lb
salt (xp = 36) dis-
solved in 100 gal
of water (xL = 100). An inflow of water with a salt concentration rate sc (lb
of salt/gal) is entering the tank at a rate of r = 2 gal/min. The well-stirred
mixture is draining from the tank at the same rate r . The tank has two modes
of control: a salt decreasing mode with sc set to 0 if the measured salt level
is high (?xs ≥ 35) and a salt increasing mode with sc set to 1 if the measured
salt level is low (?xs < 35). The rate of change of salt in the tank xp

′ is equal
to the rate at which salt is flowing in minus the rate at which is flowing out:
xp

′ = r(sc − xp/xL), where xp/xL computes the concentration of the salt. The
safety condition ϕpost of interest is enforcing an upper bound (i.e., xp ≤ 40).

To demonstrate the use of tolerance contracts, we assume a worst-case sensing
scenario in which sensing ≡ xs := ∗, that is, the sensor estimates may take
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arbitrary values at each control cycle. We present two tolerance contracts with
different designs. While the first contract is deliberately conservative, the second
admits a richer design space that can be tuned to balance safety, precision, and
potentially other system objectives.

Simple safety contract. We consider a tolerance contract tc(ψn , ψt , τ, δ)
defined by ψn ≡ xs ≥ 35, ψt ≡ true, τ ≡ 1, and δ ≡ 5.7. Under normal estimates,
the controller always chooses the decreasing mode. The contract permits up to
one minute of arbitrary abnormal estimates, followed by a mandatory cooldown
of at least 5.7 minutes.

We can apply Theorem 2 with ϕinv ≡ xp ≤ 36 and tm = 4.7, We analyze
the details intuitively. In the worst case, the controller remains in the increasing
mode throughout the abnormality duration and one additional control cycle due
to closed-loop latency (1 minute). Starting from xp = 36, this yields a sound
upper bound xp ≤ 38.6, corresponding to a Q-safety of 40− 38.6 = 1.4. During
cooldown, the system operates exclusively in the decreasing mode. The dynamics
reduce the salt level below 36, re-establishing the invariant xp ≤ 36 at tm =
4.7, before any subsequent abnormality may occur. Consequently, the safety
condition xp ≤ 40 always holds for the contracted CPS.

Practical safety contract. The safety contract above is simple and en-
sures safety. However, it is overly restrictive, as it rejects all estimates below 35;
we thus introduce a more flexible safety contract that requires sensor estimates
to conservatively over-approximate the true state. In particular, we assume the
sensing component prioritizes safety by producing estimates that are conserva-
tive upper bounds on the current physical values (i.e., xs ≥ xp holds when control
decisions are made). This assumption allows us to impose a tolerance contract
that suffices to establish safety guarantees, where τ ≡ 1, δ ≡ 17 and
ψn ≡ (xo<35 ∧ (xo+1.4 ∗ tl ≤ xs ≤ 37) ) ∨ (xo ≥ 35 ∧ (xo−0.6 ∗ tl ≤ xs ≤ 37) )

ψt ≡ (xo < 35 ∧ (xo+0.7 ∗ tl ≤ xs)) ∨ (xo ≥ 35 ∧ xs ≤ xo)
The auxiliary variable xo records the estimate used in the previous control cy-
cle, which is modeled by adding the assignment xo := xs at the beginning of
the sensing program sensing , and by including xo = 36 in ϕpre . This contract
constrains successive estimates so that each new estimate xs conservatively over-
approximates the set of states reachable from the previous estimate xo under the
system dynamics. For example, when xo < 35, the system is in the increasing
mode and the rate of increase of salt is bounded by 1.4, which justifies the con-
straint xo + 1.4 ∗ tl ≤ xs . We additionally impose a hard upper bound xs ≤ 37,
consistent with the safety objective. The abnormality constraint ψt relaxes the
over-approximation requirement while preserving monotonicity. As a result, ab-
normal estimates may lead to incorrect control decisions, for example, choosing
the increasing mode when the physical salt level should decrease.

Again, we can prove the safety of the contracted water tank by applying
Theorem 2 with tm = 16 and the following tolerance-cycle invariant ϕinv :
((xs ≥ 35 ∧ xp ≤ xs − 0.6 ∗ tl) ∨ (xs < 35 ∧ xp ≤ xs + 1.4 ∗ tl)) ∧ 34 ≤ xs ≤ 37

We explain the safety argument by tracking the key quantity xp − xs , which
captures how far the physical state may deviate from the sensor estimate. In the



Sensor Tolerance Contracts for Safety Assurance in Cyber-Physical Systems 17

worst case, xp −xs increases throughout the abnormality duration and one addi-
tional control cycle due to closed-loop latency (1 minute). Over this period, the
increase is bounded by 0.7 per control cycle, as derived from the plant dynamics,
without violating the amplitude constraint. Starting from xp − xs = 1.4 (as re-
quired by ϕinv ), the deviation is therefore upper bounded by 2.8, which yields a
Q-safety lower bound of 40−37−2.8 = 0.2 (Item 4). Once the cooldown begins,
normal estimates are enforced. Regardless of whether xs is above or below the
threshold 35, the contract’s normality condition ensures that xp − xs decreases
monotonically at a minimum rate of 0.1 per minute. Consequently, the deviation
returns to the invariant region by tm = 16, accounting for 1 minute of abnor-
mality duration, 1 minute of closed-loop latency, and 14 minutes of recovery. At
this point, the invariant ϕinv holds again and is preserved thereafter.

The design of tolerance contracts is inherently flexible and supports mean-
ingful trade-offs between different system objectives. For example, the constant
0.6 in the normality condition ψn can be increased (e.g., to 0.65) to admit more
sensor estimates. While such a design is less conservative and arguably more
precise, it also requires a longer cooldown duration to ensure recovery to the
invariant region. We can also adjust the contract parameters, e.g., ψt and τ , to
change estimates tolerance and affect the resulting Q-safety. For example, modi-
fying ψt to (xo < 35 ∧ xo + 1.0 ∗ tl ≤ xs) ∨ (xo ≥ 35 ∧ xs ≤ xo − 0.5 ∗ tl) would
reject more estimates and increase the resulting Q-safety. Understanding the
quantitative relations between parameters is an interesting future work.

Our experience with this case study also supports the motivation of Theo-
rem 2. In particular, for the second contract, it is difficult to identify a control-
cycle invariant for the contracted water tank that holds both during the first 2
minutes and afterwards. Instead, it is easier to directly analyze the accumulated
adverse safety impact, given an invariant ϕinv that holds initially. Theorem 2
provides a viable solution to this challenge.

6 Related Work

Timed tolerance of safety Our work is inspired by a recent work by Xiang
et al. on the robustness of CPSs. It introduces a notion called timed tolerance
of safety, which intuitively defines how much a CPS’s Q-safety can tolerate a
bounded duration of unsafety in adversarial settings [80]. We adjust this notion
to sensor estimates and extend it to recurring settings, so it can naturally capture
sensor uncertainty. This prior work also has developed reasoning techniques for
timed safety, which can be used to prove the Q-safety for one tolerance cycle,
i.e., Item 4 and 5 in Theorem 2. Compared with this work, we focus on recurring
tolerance cycles, a main piece missing from prior works.

State estimation with sensor uncertainties State estimation is the prob-
lem of reconstructing the state of a system, given a sequence of measurements
and a prior model of the system [7], and has been extensively studied by the
control community. State estimation methods such as the Kalman Filter are
widely used to fuse noisy measurements and system models to produce refined
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estimates of both sensor quantities. In these works, “tolerance” typically refers
to an estimator’s ability to absorb or smooth noisy measurements while keeping
the estimation error bounded. In contrast, our notion of tolerance concerns how
much sensor abnormality the CPS safety can tolerate. Our work is therefore
orthogonal to state estimation: tolerance contracts specify explicit, enforceable
constraints on abnormalities in the estimated sensor values, often the outputs of
these estimators, rather than attempting to improve their accuracy.

Sensor uncertainty and CPS safety Meanwhile, a growing body of work
has investigated how uncertainties arising in sensor measurements or environ-
ment affect the performance and safety of learning-based CPS applications [76,
25, 38, 26, 64, 34, 71, 81, 43]. In autonomous driving systems, the technique of un-
certainty quantification has been applied to perception and planning tasks, such
as object detection [13, 35, 42], lane detection [19], motion prediction [72, 44],
trajectory forecasting [30], and uncertainty-aware steering control [37]. In this
line of works, uncertainties are often treated as part of the input distribution
and the learning models output confidence measures or uncertainty intervals.
These approaches are often descriptive and do not constrain how sensor values
may deviate, nor do they provide system-level safety guarantees.

Perception and sensor contracts A closely related line of work studies
contract-based reasoning for sensing and/or perception components in CPSs [58,
55, 5, 68, 45, 18]. Early contract-based design work develop contracts as assump-
tion–guarantee abstractions for component composition [58, 55, 18]. The notion
of perception contracts have been developed for safety of ML-enabled systems,
where contracts characterize perception error relative to ground truth and sup-
port safety reasoning for controllers interacting with neural perception mod-
ules [5, 68, 45]. Our work is complementary to these efforts, by focusing on ad-
missible (recurring) abnormality patterns of sensor estimates and establishing
Q-safety based formal guarantees.

Temporal distance metrics (STL) [51] is a specification formalism for
expressing real-time temporal safety and performance properties, such as ro-
bustness, of CPSs. Recent results such as [36, 46, 49] investigate quantitative
notions of temporal distance and robustness, providing metrics to measure how
far a system execution is from satisfying a temporal specification and enabling
robustness-based monitoring and analysis. Our work uses Euclidean distances for
measuring distances between states and thus Q-safety. This is a design choice
that can be adapted to other distance metrics, depending on the application and
specification requirements.

Robustness of CPSs Broadly, this work investigates CPS resilience or ro-
bustness against sensor uncertainties. Recent work have investigated the robust-
ness of CPSs under attack [6, 17]. Some researchers investigate the ability of the
CPSs to mitigate the impact of covert attacks [6]. And some develop metrics to
quantify the resilience of CPSs [17]. These works often tackle the resilience prob-
lem from the perspective of control theory and focus on the impact of attacks
on the state variables. This work tackles the robustness problem by analyzing
how abnormalities may threaten the safety properties of CPSs.
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Quantitative verification Depending on the context, quantitative infor-
mation can be a variety of things, e.g., probabilities, time, and energy. Different
types of distance metrics have been employed in quantitative verification. Pop-
ular modeling formalisms include weighted automata and probabilistic systems,
see [20] for more related work. For CPSs, quantitative verification has been com-
monly investigated for robustness against attacks [79, 80, 16] and other settings,
e.g., [6, 22, 52, 65, 54]. This work explores how to integrate Q-safety and its ver-
ification seamlessly with CPS semantics, which are not the focus of prior work.

CPS verification The work promotes CPS verification of safety. The im-
portance of ensuring the safety of CPSs motivates a growing body of work on
formal verification for hybrid systems [2, 40, 41, 70, 73, 57, 56, 8, 12, 32, 39, 28, 15,
1, 78, 77]. Most of them are for Boolean safety. These works often fall into two
main categories: reachability analysis (model checking) and deductive verifica-
tion (proofs). Hybrid automata [3, 48] is a well-known formalism for hybrid sys-
tems and is verified primarily with reachability analysis. A lot of tools have
been developed, e.g., flow* [14] and SpaceEx [24]. In recent years, a lot of work
has emerged on the safety verification of CPSs with ML-based controllers [31,
47, 29, 69, 75, 74, 33, 82], most of which use reachability analysis. This work on
dL can be considered as the other category: deductive reasoning. dL has been
used in case studies [63, 60]. In addition to dL, deductive reasoning of hybrid
systems has been explored in proof systems, such as PVS [67, 66], Coq [4, 50],
and Isabelle/HOL [23, 53].

7 Conclusion

We presented a design of tolerance contracts for sensor estimates that enable
safety guarantees for CPSs subject to sensor uncertainty. This work focuses on
the theoretical foundations of tolerance contracts and their safety guarantees.
The case study demonstrates how different contract designs lead to different Q-
safety guarantees and levels of sensing tolerance. We argue that this combination
of Q-safety and tolerance contracts has strong potential to support well-balanced
CPS design and implementation, by tuning contract parameters.

Future Work We plan to develop extensions to explore this potential. Im-
mediate directions include (1) understanding quantitative relations between con-
tract parameters and Q-safety, (2) refining cooldown constraints to capture more
expressive recovery policies, and (3) generating runtime enforcement, e.g., moni-
tors, for the tolerance contracts in CPS implementations. More heavy-weight fu-
ture directions include (i) developing systematic frameworks for trading off CPS
objectives such as Q-safety, robustness, and performance, (ii) studying compo-
sitional tolerance contracts and their implications for Q-safety analysis, and (iii)
synthesizing tolerance contracts from real-world datasets for learn-based CPSs.
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